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Welcome & Introductions 

 

 
Welcome to Developing and Maintaining Roles & 
Responsibilities for Risk-Based Access to, Control of, and 
Accountability for Biological Agents and Toxins 
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Biorisk Management 

 

 
Record refresher notes on the AMP model and biorisk 
management. 
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Biorisk Management 

 

 
Define Biorisk Assessment: 
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Biorisk Management 

 

 
Define Biorisk Mitigation:  
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Biorisk Management 

 

 
Define Performance: 
 

 

 

 

 

 

 

 

 

 

 

  



 

  Page 11  
  

Risk-Based Access to, Control of, and 
Accountability for Biological Agents and Toxins 

Access Requirements & Risk 

 

 
Groups of people that need authorization for access: 
 
 
 
 
What are your Access Categories?  How do these groups fit 
into each category? 
 
 
 
What groups of people should NOT have authorization for 
access to any part of the laboratory? 
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Access Requirements & Risk 

 

 
Fill in the table on the following page.  
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Group Examples Potential Risks to 
the People from the 
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Potential Risks to the 
Laboratory from the 
People 
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Access Requirements & Risk 

 

 
Are the access requirements the same for all groups? 
 
 
Are the risks to all groups the same? 
 
 
Are the risks from all groups the same? 
 
 
How do we control access for those who need it? 
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Laboratory Access Controls 

 

 
Notes: 
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Definition and example of Engineering Controls:  
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Definition and example of Administrative Controls: 
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Definition and example of Practices and Procedures: 
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Laboratory Access Controls 

 

 
What are some responsibilities for each group of authorized 
people? 
 
 
 
 
 
 
What measures could you take to ensure that these 
responsibilities are fulfilled? 
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What steps should laboratory leadership take to control access 
privileges for staff and visitors? 
 
 
 
 
What happens to an employee’s access privileges when they 
depart their position?  
 
 
 
 
How are these changes managed? 
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Laboratory Access Controls 

 

 
Notes:  
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Material Control & Accountability 

 

 
Material Control & Accountability is one part of a complete 
biorisk management plan. 
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Material Control & Accountability 

 

 
Remember, every risk mitigation policy and program must be 
designed based on a robust risk assessment.  
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Note some of the key issues for Material:  
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Note some of the key issues for Control:  
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Note some of the key issues for Accountability:  
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Examples of responsibilities that management could assign 
and communicate to an accountable individual? 
 
 
 
 
 
 
How can management ensure that these responsibilities are 
met?  
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Material Control & Accountability 

 

 
Note the safety and security benefits that come from adequate  
Procedures and Inventory Keeping: 
 
 
 
List some examples of inventory: 

 
 
 

Who needs to know? Who needs to know what?  
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What are some MC&A problems? 
 
 
 
 
 
How could they have been prevented? 
 
 
 
 
 
What is the role of leadership/management? 
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MC&A Making Decisions 

 

 
What does MC&A mean to management? 
 
 
Material: 
 
 
 
 
Control: 
 
 
 
 
Accountability:  
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Notes: 
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What is your role? 
 
 
 
 
What could go wrong from your perspective? 
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For your role, what are the MC&A responsibilities? 
 
 
Material: 
 
 
 
 
Control: 
 
 
 
 
Accountability: 

 

 

 

 

 

 

 

 

 

 

  



 

  Page 38  
  

Risk-Based Access to, Control of, and 
Accountability for Biological Agents and Toxins 

Assigning Roles and Responsibilities 

 

 
Fill in the table on the following pages.  
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Assigning Roles and Responsibilities 

 

 
Apply the PDCA model for the role that most clearly fits your 
current position for at least one responsibility. 
 
 
Plan: 
 
 
Do:  
 
 
Check:  
 
 
Act:  

 

 

 

 

 

 

 

 

 

 

  



 

  Page 44  
  

Risk-Based Access to, Control of, and 
Accountability for Biological Agents and Toxins 

Review 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

  Page 45  
  

Risk-Based Access to, Control of, and 
Accountability for Biological Agents and Toxins 

Review 

 

 

 

 

 

 

 

 

 

 

 

 

 
  



 

  Page 46  
  

 


